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[REMOTE CONSOLE FOR 
CONTROLLING COMPUTERS VIA 

A NETWORK] 

Background of Invention 

[0001 ] 1 .Field of the Invention 

[0002] The invention relates to a remote console, and more particularly, to a remote 
console for controlling computers via a network. 

[0003] 2. Description of the Prior Art 

[0004] Both individuals and companies use computers for everyday needs. For accessing 
a huge amount of information frequently, a company typically uses servers to process 
the accessing of information. Generally, the servers are rack mountable servers which 
are placed into a rack for convenient management and installation. However, it is not 
possible for each of the servers to be equipped with a respective keyboard, display, 
and mouse since these peripheral devices occupy considerably large areas. 
Additionally, the servers are merely used to receive requests of terminal computers via 
a network so as to execute corresponding data processes. Therefore, even if the 
severs are not equipped with the respective peripheral devices, the servers can still be 
operated normally. On the other hand, if each of the servers is equipped with a 
respective keyboard, display, and mouse, the resources of the company are wasted 
and the expenses of the company are thus increased significantly. 

[0005] Consequently, an administrator of servers generally utilizes a KVM 

(keyboard/video/mouse) switch to manage a plurality of servers. Each of the servers is 
connected to the KVM switch via a keyboard cable, a video cable, and a mouse cable. 
Meanwhile, a control console, which is equipped with a keyboard, a display, and a 
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mouse, is connected to each of the servers via the KVM switch so as to control and 
manage the servers. Furthermore, for providing remote control capability, the control 
console can manage and control remote computers via a network. 

[0006] Please refer to Fig.l . Fig.l is a schematic diagram of a prior art KVM switch 

system. A plurality of servers 1 0 are connected to a KVM switch 1 4 through a wiring 
12 and are connected to a network 16 through another wiring 20. Meanwhile, the KVM 
switch 14 is connected to the network 16 through a wiring 1 5 and comprises a 
digital/analog (D/A) converter 21 for converting a digital signal to an analog signal 
and an analog/digital (A/D) converter 22 for converting an analog signal to a digital 
signal. Furthermore, a remote control computer 1 8 is connected to the network 16 
through a wiring 19. Therefore, the remote control computer 1 8 and the KVM switch 
1 4 can transmit signals to each other through the network 1 6. Consequently, the KVM 
switch 14 can select each of the servers 10 to be joined with the remote control 
computer 1 8. Then, the remote control computer 1 8 can thus further manage a 
plurality of the servers 10 remotely via the KVM switch 14. 

[0007] However, the KVM switch 14 is restricted by its hardware specification, leading 
that the amount of the servers 1 0 which can be connected to the KVM switch 1 4 has 
an upper limit. When the amount of the servers 10 exceeds the upper limit of the KVM 
switch 14, the number of the KVM switch 14 has also to be increased so that each of 
the servers 10 can be controlled by the respective KVM switches 14. Furthermore, 
each of the KVM switches 1 4 has to comprise a mapping table for realizing which port 
corresponds to which server 10. With this infrastructure in place, the KVM switch 14 
can accurately switch to and manage the desired server 1 0. Moreover, since each of 
the servers 1 0 has to utilize the respective wiring 1 2 to connect to the KVM switch 14, 
the cost of the KVM switch system is increased and a mess is caused by the wirings. 
Additionally, the prior art KVM switch 14 has to use the D/A converter 21 to convert a 
digital signal transmitted from the remote control computer 1 8 to a corresponding 
analog signal. Likewise, an analog signal of the server 1 0 has to be converted through 
the A/D converter 22 to a digital signal and then be transmitted to the remote control 
computer 1 8 via the network 1 6. When the KVM switch 1 4 transmits a signal, the KVM 
switch 14 has to firstly determine the specification of each output interface, such as a 
PS/2 interface or a USB interface. Then, a corresponding signal is converted according 
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to the specification of the interface so as to output a compatible signal. Consequently, 
since the KVM switch 14 has to determine the specification of the output interfaces 
and then convert signals, the operational period is prolonged, and the efficiency of the 
remote control is thus decreased substantially. For these reasons, the management of 
remote computers is inconvenient. 

Summary of Invention 

[0008] It is therefore a primary objective of the claimed invention to provide a remote 
console for controlling a plurality of terminal computers via a network to solve the 
above-mentioned problem. 

[0009] 

According to the claimed invention, a remote console for controlling power-on 
Pi processes of a plurality of computers connected to a network is disclosed. Each of the 

tfl computers comprises a basic input/output system (BIOS) for executing a power-on 

pi process of the computer, an input buffer for storing input control signals, an output 

g buffer for storing output video signals, and a virtual POST (power-on self test) 

4" daemon embedded in the basic input/output system for processing signals of the 

l" computer and receiving controls of the remote console. The virtual POST daemon 

comprises an input receiving module for receiving input control data from the remote 
fjj console via the network, an input detection module for detecting whether the input 

buffer has any input control signals and executing the input control signals, a first 
fll conversion module for converting the output video signal stored in the output buffer 

into output video data and restoring the received input control data to the input 
control signal and then storing the input control signal in the input buffer, and an 
output transferring module for transferring the output video data to the remote 
console via the network. The remote console comprises an input device for generating 
the input control signal of the power-on process for the computer, an output device 
for displaying the corresponding output video signal of the power-on process for the 
computer, and a remote console manager for processing signals of the computer and 
controlling operations of the computer. The remote console manager comprises an 
output receiving module for receiving the output video data from the computer via the 
network, a second conversion module for converting the generated input control 
signal into the input control data and restoring the output video data to the 
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corresponding output video signal, and an input transferring module for transferring 
the input control data to the computer via the network. The input control signal 
generated by the input device of the remote console is transferred to the virtual POST 
daemon of the computer via the network for controlling operations of the BIOS, and 
the virtual POST daemon transfers an output signal of the computer to the output 
device of the remote console via the network for displaying a power-on status of the 
computer. 

[0010] These and other objectives of the present invention will no doubt become obvious 
to those of ordinary skill in the art after reading the following detailed description of 
the preferred embodiment that is illustrated in the various figures and drawings. 

Brief Description of Drawings 

[001 1] Fig.l is a schematic diagram of a KVM switch system according to the prior art. 

[001 2] Fig.2 is a functional block diagram of a KVM over network according to the 
present invention. 

[001 3] Fig. 3 is a flow chart of the KVM over network according to the present invention. 

Detailed Description 

[0014] Please refer to Fig.2. Fig.2 is a functional block diagram of a KVM over network 30 
according to the present invention. The KVM over network 30 comprises a remote 
console 32, a plurality of computers 34, and a network 36. Please note that the 
computer 34 shown in Fig.2 is merely used to illustrate the preferred embodiment of 
the present invention, but more than one computer can also be utilized in the present 
invention without departing from the spirit of the present invention. The remote 
console 32 comprises a remote console manager 40 for processing signals 
transmitted from the computer 34 and controlling operations of the computer 34, an 
input buffer 42 for storing an input control signal, an output buffer 44 for storing an 
output video signal, an input device 46 for generating the input control signal, an 
output device 48 for generating the corresponding output video signal, and a network 
device 50 connected to the network 36. 

[0015] 

The computer 34 comprises a basic input/output system (BIOS) 52 for executing a 
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power-on process of the computer 34, an operating system (OS) 54 for controlling the 
operations of the computer 34, a network device 56 connected to the network 36, an 
input buffer 58 for storing the input control signals, and an output buffer 60 for 
storing the output video signals. The BIOS 52 further comprises a virtual POST 
(power-on self test) daemon 62 for providing a network function during the execution 
of the power-on process. The virtual POST daemon 62 comprises an input receiving 
module 64 for receiving input control data from the remote console 32 via the 
network 36, an input detection module 66 for detecting whether the input buffer 58 
has any input control signals and executing the input control signals, a first 
conversion module 68 for converting the output video signal stored in the output 
buffer 60 into output video data and restoring the received input control data to the 
input control signal and then storing the input control signal in the input buffer 58, 
and an output transferring module 70 for transferring the output video data to the 
remote console 32 via the network 36. 

[001 6] The remote console manager 40 comprises an output receiving module 74 for 

receiving the output video data transmitted from the computer 34 via the network 36, 
a second conversion module 76 for converting the input control signal generated from 
the remote console 32 into the input control data and restoring the output video data 
to the corresponding output video signal, and an input transferring module 78 for 
transferring the input control data to the computer 34 via the network 36. Moreover, 
the OS 54 further comprises a virtual OS KVM daemon 72 for providing the network 
function for an operation status of the computer 34 to be transferred to the remote 
console 32 via the network 36, and for receiving a command transmitted from the 
remote console 32 via the network 36 for controlling an operation procedure of the 
computer 34. 

[001 7] Please refer to Figs. 2, 3a, and 3b. Figs.3a and 3b are flow charts of the KVM over 
network 30 according to the present invention. The procedure comprises the 
following steps, and letters A, B, C, D, and E are connection points of Figs.3a and 
3b:step 101 :power-on the computer 34 via a power switch or the network 36;step 
102:the BIOS 52 starts to execute the power-on process of the computer 34;step 
103:load in and then initiate the virtual POST daemon 62 of the computer 34;step 
1 04:acquire an IP address of the computer 34 by utilizing a dynamic host 



AppJD=09683843 



Page 5 



configuration protocol (DHCP);step 105:the virtual POST daemon 62 transmits an 
UDP/IP or TCP/IP package that includes the IP address of the computer 34 to the 
remote console manager 40 of the remote console 32 via the network 36;step 1 06:the 
computer 34 waits for the remote console 32 to log into the computer 34;step 1 07:if 
the remote console 32 is ready to log into the computer 34, go to step 1 08, if not, go 
to step 1 06;step 1 08:if an inputted password is correct, go to step 1 09, if not, go to 
step 1 06;step 1 09:the first conversion module 68 converts the output video signal 
stored in the output buffer 60 into the output video data and then the output 
transferring module 70 transmits the output video data to the output receiving 
module 74 of the remote console 32 via the network 36;step 1 1 0:if the output video 
signal stored in the output buffer 60 of the computer 34 is changed, go to step 109, if 
not, go to step 1 1 1 ;step 1 1 1 :if the input receiving module 64 of the virtual POST 
daemon 62 receives theinput control data transmitted from the remote console 32, go 
to step 1 1 2, if not, go to step 1 1 9;step 1 1 2:if the input control data comprises the 
input control signal, go to step 1 1 3, if not, go to step 1 14;step 1 1 3:the first 
conversion module 68 converts the input control data into the input control signal and 
stores the input control signal in the input buffer 58, go to step 110;step 1 14:the 
input detection module 66 of the computer 34 detects that if the input control signal 
in the input buffer 58 is a reset signal, go to step 1 1 5, if not, go to step 116;step 
115:reset the computer 34, go to step 101 ;step 1 16:if the input detection module 66 
of the computer 34 detects that the input control signal in the input buffer 58 is a 
power-off signal, go to step 11 7, if not, go to step 1 1 9;step 1 1 7:power-off the 
computer 34;step 1 1 8:if a wakeup on local area network (LAN)(WOL) is active, go to 
step 101, if not, go to step 118;step 1 1 9:if the BIOS 52 has completed the power-on 
process of the computer 34, go to step 1 20, if not, go to step 1 1 0;step 1 20:load in 
the OS 54;step 121 :initiate the virtual OS KVM daemon 72;step 122:acquire an IP 
address of the remote console 32 via the BIOS 52;step 1 23 transmit an UDP/IP or 
TCP/IP package that includes the IP address of the remote console 32 to the computer 
34 and wait for the remote console 32 to log into the computer 34;step 1 24:if the 
remote console 32 is ready to log into the computer 34, go to step 125, if not, go to 
step 124;step 125:if an inputted password is correct, go to step 126, if not, go to step 
1 24;step 1 26:the first conversion module 68 converts the output video signal stored 
in the output buffer 60 into the output video data and then the output transferring 
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module 70 transmits the output video data to the output receiving module 74 of the 
remote console 32 via the network 36;step 1 27:if the output video signal stored in the 
output buffer 60 of the computer 34 is changed, go to step 1 26, if not, go to step 
128;step 1 28:if the input receiving module 64 of the virtual POST daemon 62 receives 
the input control data transmitted from the remote console 32, go to step 1 29, if not, 
go to step 1 27;step 1 29:if the input control data comprises the input control signal, 
go to step 1 30, if not, go to step 1 3 1 ;step 1 30:the first conversion module 68 
converts the input control data into the input control signal and stores the input 
control signal in the input buffer 58, go to step 127;step 1 31 :the input detection 
module 66 of the computer 34 detects that if the input control signal in the input 
buffer 58 is a reset signal, go to step 132, if not, go to step 133;step 132:resetthe 
computer 34, then go to step 1 01 ;step 1 33:the input detection module 66 of the 
computer 34 detects that if the input control signal in the input buffer 58 is a power- 
off signal, go to step 134, if not, go to step 136;step 1 34:power-off the computer 
34;step 135:if the WOL is active, goto step 101, if not, go to step 135;step 136:the 
input detection module 66 of the computer 34 detects other input control signal in 
the input buffer 58 and executes the input control signal, then go to step 1 27. 

[001 8] When the first conversion module 68 of the computer 34 converts the output 
video signal stored in the output buffer 60 into the output video data and then the 
output transferring module 70 transmits the output video data to the output receiving 
module 74 of the remote console 32 via the network 36, the second conversion 
module 76 of the remote console 32 restores the output video data to the 
corresponding output video signal and stores the output video signal in the output 
buffer 44. Thereafter, the output device 48 displays image through reading the output 
video signal in the output buffer 44. When a user inputs the input control signal, 
which controls the operations of the computer 34, through the input device 46, the 
input control signal is firstly stored in the input buffer 42, and then the second 
conversion module 76 of the remote console manager 40 converts the input control 
signal in the input buffer 42 into the input control data and the input transferring 
module 78 transmits the input control data to the computer 34. 

[001 9] According to the preferred embodiment, the input device 46 of the remote 

console 32 may be a keyboard or a pointing device, such as a mouse or a trackball. 
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When the input control signal transmitted by the remote console 32 is a double-click 
signal, the double-click signal is then stored in the input buffer 58 of the computer 
34 and generates a corresponding double-click control on the computer 34. 

[0020] In summary, the KVM over network 30 of the present invention utilizes the virtual 
POST daemon 62 inside the BIOS 52 to provide the network function during the POST 
process for transmitting a local screen video stored in the output buffer 60 of the 
computer 34 to the remote console manager 40 of the remote console 32. Then, the 
local screen video of the computer 34 is displayed on the output device 48 of the 
remote console 32. Thus, an administrator can control the power-on status of the 
computer 34 from the output device 48 of the remote console 32. Meanwhile, the 
administrator can also utilize the input device 46 of the remote console 32 to input 
the input control signal. The input control signal is then transmitted to the virtual OS 
KVM daemon 72 of the computer 34 via the network 36 and is stored in the input 
buffer 58 so as to control the power-on process of the computer 34. 

[0021] Likewise, when the computer 34 has completed the power-on process and loaded 
in the OS 54, the virtual OS KVM daemon 72 of the OS 54 then transmits the local 
screen video stored in the output buffer 60 of the computer 34 to the remote console 
manager 40 of the remote console 32 via the network 36. Thus, the administrator can 
control the operation status of the computer 34 from the output device 48 of the 
remote console 32. Meanwhile, the administrator can also utilize the input device 46 
of the remote console 32 to input the input control signal. The input control signal is 
then transmitted to the virtual OS KVM daemon 72 of the computer 34 via the network 
36 and is stored in the input buffer 58 so as to control the operations of the OS 54 
and the execution of programs in the computer 34. Additionally, when the computer 
34 is in a power-off status, the remote console 32 can utilize the prior art WOL 
technique to power-on the computer 34 so that the computer 34 is re-entered into 
the power-on process. Therefore, the remote console 32 can manage the operations 
of the computer 34 through the virtual POST daemon 62 of the BIOS 52. 

[0022] 

For managing a plurality of computers 34 remotely, the KVM over network 30 
according to the present invention can automatically detect whether each of the 
computers 34 connected to the network 36 can support the virtual POST daemon 52 
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or the virtual OS KVM daemon 72. Since the remote console 32 can transmit the 
UDP/IP or TCP/IP package to the network 36 previously, the computer 34 that can 
support the KVM over network 30 of the present invention can be automatically added 
to a list. Thus, the administrator can utilize the list to directly select the computers 34 
to be managed. Surely, the administrator can also add the computers 34 in the list 
manually. 

[0023] According to the preferred embodiment, the network 36 is an Internet or a LAN, 
and the computer 34 and the remote console 32 may be a personal computer (PC), a 
desktop computer, a server, a workstation, or a notebook. 

[0024] In contrast to the prior art KVM switch, a KVM over network according to the 
present invention embeds a virtual POST daemon into a BIOS and a virtual OS KVM 
daemon into an OS so as to form a virtual KVM switch. Therefore, an administrator can 
remotely manage a power-on process, a power-off process, or any other operations 
of computers via a network. Since the prior art KVM switch has an upper limit of 
computers it can connect to, a plurality of KVM switches are required when the 
amount of the computers is huge. Thus, the cost of the prior art KVM switch is 
increased. Conversely, the KVM over network of the present invention utilizes the 
network to manage the remote computers so that each of the computers connected to 
the network can be managed by using the KVM over network of the present invention. 
The requirement of the hardware for the switches is thus decreased and the cost is 
decreased as well. Furthermore, since the present invention KVM over network utilizes 
the network to transmit input and output signals, extra keyboard cables, mouse 
cables, or video cables are not required any more so as to solve the prior art 
arrangement problem. Moreover, each of the prior art KVM switches has to comprise a 
mapping table for realizing which port corresponds to which server. However, the 
present invention can utilize different IP addresses of the computers to distinguish 
between the different computers. Thus, the present invention KVM over network can 
directly select each of the computers through the network and establish a list for the 
computers. That is, the mapping table is not required and the management of the 
computers is much easier. 

[0025] 

Additionally, the prior art KVM switch has to use the D/A converter and the A/D 
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converter to convert an output video signal of the computer or an input control signal 
of the remote console appropriately. When the KVM switch transmits the signals, the 
KVM switch has to first determine the specification of each output interface so as to 
generate a compatible input control signal and a compatible output video signal. 
Conversely, since the output video signal stored in the output buffer of the computer 
is directly transmitted to the output buffer of the remote console and the input control 
signal of the input buffer of the remote console is directly transmitted to the input 
buffer of the computer, the present invention KVM over network can directly control 
peripheral devices through reading data of the output buffer and input buffer. 
Consequently, the KVM over network of the present invention does not need to 
convert the data for adapting to the peripheral devices with different specifications. 
The efficiency of the remote control is thus increased substantially, and remote 
computers can be managed more conveniently and rapidly. 

Jf [0026] Those skilled in the art will readily observe that numerous modifications and 

Oj alterations of the device may be made while retaining the teachings of the invention. 

It! 

m Accordingly, the above disclosure should be construed as limited only by the metes 

and bounds of the appended claims. 

; i = 
^? 
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